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Abstract of the contribution: 
1	Discussion
Removes the EN and proposes a way forward
Editor's note: The procedures of step 9 and 10 will be clarified during normative phase

2 Proposal
[bookmark: _Hlk513714389]It is proposed to update TR 23700-17 as follows


[bookmark: _Hlk67396857]>>>>BEGINNING OF CHANGES<<<<
[bookmark: _Toc97067300][bookmark: _Toc100846819][bookmark: _Toc100846964][bookmark: _Toc100993726]6.15	Solution #15: Selecting N3IWF supporting the S-NSSAI needed by UE
[bookmark: _Toc97067301][bookmark: _Toc100846820][bookmark: _Toc100846965][bookmark: _Toc100993727]6.15.1	Description
Editor's note:	This clause will describe the solution principles and architecture assumptions for corresponding key issue(s). (Sub) clause(s) may be added to capture details.
This solution aims at addressing Key Issue #2 about how to select a TNGF/N3IWF that supports the S-NSSAI(s) needed by the UE. In particular, this solution mainly focuses on how to select a N3IWF that supports the S-NSSAI(s) needed by the UE.
The solution provides two methods to select a N3IWF that supports the S-NSSAI(s) needed by the UE: 
-	UE configuration: Key idea is to enhance the N3IWF identifier configuration and to amend the non-3GPP access node selection information with information about supported S-NSSAI(s) per N3IWF. Access Network Discovery & Selection policy (ANDSP) was designed to be provided to UE by the network for selection of N3IWF. Adding the supported S-NSSAI(s) in ANDSP allows UE to determine an appropriate N3IWF that supports the S-NSSAI(s) needed by the UE during N3IWF selection procedure. 
-	NAS-based redirection:	When UE connects with a N3IWF that does not support the S-NSSAI(s) needed by the UE, AMF can determine the target N3IWF which supports the S-NSSAI(s) needed by the UE and provides the target N3IWF information to UE via Registration Reject message so that UE can use the target N3IWF information to connect with the target N3IWF in order to meet the requirement of the UE. Redirection can be applied by the AMF based on the slices supported by the N3IWFs in the network.
[bookmark: _Toc100846821][bookmark: _Toc100846966][bookmark: _Toc100993728][bookmark: _Toc97067302]6.15.2	N3IWF selection solution
6.15.2.1	UE configuration
The H-PCF may provide the UE with the following information for the HPLMN (which the UE stores and applies as described further below):
-	Extended Home N3IWF identifier configuration (one or multiple entries)
-	FQDN or IP address of the N3IWF in the HPLMN and the S-NSSAIs supported by this N3IWF
-	Slice-specific N3IWF prefix information for the HPLMN (one or multiple entries)
-	List of supported S-NSSAIs
-	Prefix to be added to the existing Tracking Area (TA) or Operator Identifier (OI) FQDNs
The V-PCF may provide the UE with the following information for that VPLMN (which the UE stores and applies as described further below):
-	Slice-specific N3IWF prefix information for that VPLMN (one or multiple entries)
-	List of supported S-NSSAIs
-	Prefix to be added to the existing TA or OI FQDNs
NOTE 1:	It is assumed that the UE will indicate its supports of extended N3IWF configuration to the PCF. The details of the indication can be specified by CT1.
To enable the V-PCF to provide the UE with slice specific N3IWF configuration information, the AMF provides the V-PCF with the Configured NSSAI for the serving PLMN during UE Policy Association Establishment/Modification. The PCF (V-PCF in the roaming case) is assumed to be locally configured with information about the slices supported by the different N3IWFs in the serving PLMN.
NOTE 2:	The PCF already receives the subscribed NSSAI from the UDR, therefore there is no need for the AMF to provide the Configured NSSAI to the PCF in the non-roaming case.
6.15.2.2	N3IWF selection
This clause describes N3IWF selection based on the additional information listed in the previous clause as delta on top of the existing N3IWF selection. Since the full details of N3IWF selection are only covered by Stage 3 specs, the delta is described on top of TS 24.502 [X]:
-	UE is located in its home country:
-	The procedures described in Rel-17 TS 24.502 [X] clauses 7.2.4.3 and 7.2.4.4 are applied with the following changes:
-	If the UE is configured with Extended Home N3IWF identifier configuration, then the UE uses the Extended Home N3IWF identifier configuration:
-	UE uses the FQDN or IP address from the Extended Home N3IWF identifier configuration that matches all (or most, in case there is no full match) of the S-NSSAIs that the UE is going to request in the subsequent Registration.
-	If the UE is not configured with Extended Home N3IWF identifier configuration and not configured with Rel-17 Home N3IWF identifier configuration but configured with slice-specific N3IWF prefix information for the HPLMN:
-	Whenever the UE constructs an N3IWF FQDN as per TS 24.502 [X] clauses 7.2.4.3 and 7.2.4.4, the UE first selects the Slice-specific N3IWF prefix information for the HPLMN that matches the S-NSSAIs the UE is going to request in the subsequent Registration procedure and adds the prefix to the Rel-17 TA or OI format FQDNs as follows:
-	<Prefix>.tac-lb<TAC-low-byte>.tac-hb<TAC-high-byte>.tac.n3iwf.5gc.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org
-	<Prefix>.n3iwf.5gc.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org
NOTE 1:	Which FQDN format (TA or OI) to construct follows the existing description in TS 24.502 [X] clauses 7.2.4.3 and 7.2.4.4.
-	If the UE has constructed an N3IWF FQDN including a prefix but the DNS does not return an IP address, then the UE attempts the same FQDN without the prefix.
-	If the UE is not configured with Extended Home N3IWF identifier configuration and not configured with Slice-specific N3IWF prefix information, then the existing procedures in Rel-17 TS 24.502 [X] clauses 7.2.4.3 and 7.2.4.4 apply.
-	UE is not located in its home country:
-	The procedures described in Rel-17 TS 24.502 [X] clauses 7.2.4.3 and 7.2.4.4 are applied with the following changes:
-	If the UE is configured with slice-specific N3IWF prefix information for the selected VPLMN:
-	Whenever the UE constructs an N3IWF FQDN as per TS 24.502 [X] clauses 7.2.4.3 and 7.2.4.4, the UE first selects the slice-specific N3IWF prefix information for the VPLMN that matches the S-NSSAIs the UE is going to request in the subsequent Registration procedure and adds the prefix to the Rel-17 TA or OI format FQDNs as follows:
-	<Prefix>.tac-lb<TAC-low-byte>.tac-hb<TAC-high-byte>.tac.n3iwf.5gc.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org
-	<Prefix>.n3iwf.5gc.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org
NOTE 2:	Which FQDN format (TA or OI) to construct follows the existing description in TS 24.502 [X] clauses 7.2.4.3 and 7.2.4.4.
-	For selecting the slice-specific N3IWF prefix information for the VPLMN, the UE applies the S-NSSAIs valid in the VPLMN. 
-	If the UE has constructed an N3IWF FQDN including a prefix but the DNS does not return an IP address, then the UE attempts the same FQDN without the prefix.
-	If the UE determines that the visited country does not mandate the selection of N3IWF or ePDG in the visited country and if the N3AN node configuration information is not provisioned or the N3AN node configuration information is provisioned and the N3AN node selection information of the N3AN node configuration information excluding any PLMN in the list of "forbidden PLMNs for non-3GPP access to 5GCN" contains no PLMN in the visited country and the UE is configured with Extended Home N3IWF identifier configuration, then the UE uses the IP address or FQDN from the Extended Home N3IWF identifier configuration that matches the S-NSSAIs the UE is going to request in the subsequent Registration.
[bookmark: _Toc100846822][bookmark: _Toc100846967][bookmark: _Toc100993729]6.15.3	Procedures
Editor's note:	This clause describes high-level procedures and information flows for the solution.


 Figure 6.15.3-1: Registration via untrusted non-3GPP access
1.	The UE connects to an untrusted non-3GPP Access Network with any appropriate authentication procedure and it is assigned an IP address. For example, a non-3GPP authentication method can be used, e.g. no authentication (in the case of a free WLAN), EAP with pre-shared key, username/password, etc. When the UE decides to attach to 5GC network, the UE selects an N3IWF in a 5G PLMN as described in clause 6.15.2.2.
Steps 2 to 7 do not require specification changes with regard to 3GPP R17
2.	The UE proceeds with the establishment of an IPsec Security Association (SA) with the selected N3IWF by initiating an IKE initial exchange according to RFC 7296 [3]. After step 2, all subsequent IKE messages are encrypted and integrity protected by using the IKE SA established in this step.
3.	The UE shall initiate an IKE_AUTH exchange by sending an IKE_AUTH request message. The AUTH payload is not included in the IKE_AUTH request message, which indicates that the IKE_AUTH exchange shall use EAP signalling (in this case EAP-5G signalling). If the UE supports MOBIKE, it shall include a Notify payload in the IKE_AUTH request, as specified in RFC 4555 [40], indicating that MOBIKE is supported. In addition, as specified in TS 33.501 [9], if the UE is provisioned with the N3IWF root certificate, it shall include the CERTREQ payload within the IKE_AUTH request message to request the N3IWF's certificate.
4.	The N3IWF responds with an IKE_AUTH response message, which includes an EAP-Request/5G-Start packet. The EAP-Request/5G-Start packet informs the UE to initiate an EAP-5G session, i.e. to start sending NAS messages encapsulated within EAP-5G packets. If the N3IWF has received a CERTREQ payload from the UE, the N3IWF shall include the CERT payload in the IKE_AUTH response message containing the N3IWF's certificate. How the UE uses the N3IWF's certificate is specified in TS 33.501 [9].
5.	The UE shall send an IKE_AUTH request, which includes an EAP-Response/5G-NAS packet that contains the Access Network parameters (AN parameters) and a Registration Request message. The AN parameters contain information that is used by the N3IWF for selecting an AMF in the 5G core network. This information includes e.g. the GUAMI, the Selected PLMN ID (or PLMN ID and NID, see clause 5.30 of TS 23.501 [2]), the Requested NSSAI and the Establishment cause. The Establishment cause provides the reason for requesting a signalling connection with 5GC. Whether and how the UE includes the Requested NSSAI as part of the AN parameters is dependent on the value of the Access Stratum Connection Establishment NSSAI Inclusion Mode parameter, as specified in clause 5.15.9 of TS 23.501 [2]. 	
NOTE 1:	The N3IWF does not send an EAP-Identity request because the UE includes its identity in the first IKE_AUTH. This is in line with clause 3.16 of RFC 7296 [3].
6.	The N3IWF shall select an AMF based on the received AN parameters and local policy, as specified in clause 6.3.5 of TS 23.501 [2]. The N3IWF shall then forward the Registration Request received from the UE to the selected AMF within an N2 message. This message contains N2 parameters that include the Selected PLMN ID and the Establishment cause.
7.	AMF initiates authentication and security procedure as defined in TS 23.502 clause 4.12.2.2
8.	The selected AMF determines whether the N3IWF connected with UE currently (named S-N3IWF) should be the serving N3WIF or a different target N3IWF (T-N3IWF) needs to be used. The AMF makes the determination considering the Requested S-NNSAI, the determined Allowed S-NSSAI, local configuration, etc. 
Case a): S-N3IWF is not appropriate:
Editor's note: The procedures of step 9 and 10 will be clarified during normative phase
9.	If the AMF has determined in step 8 that the selected N3IWF is not appropriate, the AMF may initiate the UE Policy Association Establishment procedure, trigger the PCF to provide the UE with updated N3IWF selection policies (described in clause 6.15.2.1) and request the PCF to notify the AMF when the UE has been updated with such policies. The AMF may set a timer (related with the maximum time the UE can wait for a registration accept/reject) at the expiry of which it will send a registration reject to the UE regardless of the policy update status 
When the UE has been updated with N3IWF selection policies, the PCF notifies the AMF, and the AMF sends a Registration Reject message to the UE
If the PCF indicates a failure to update the UE or if the PCF does not notify the AMF when the UE has been updated with such policies, the AMF sends a Registration Reject message to the UE providing target N3IWF information (e.g. FQDN and/or IP address). so that UE can use the target N3IWF information to select the target N3IWF to register to 5GC

-	either trigger the UE Policy Association Establishment procedure to provide the UE with updated N3IWF selection information described in clause 6.15.2.1. and then sends a Registration Reject message to the UE possibly providing target N3IWF information (e.g. FQDN and/or IP address)
-	send a Registration Reject message to the UE providing target N3IWF information (e.g. FQDN and/or IP address). so that UE can use the target N3IWF information to select the target N3IWF to register to 5GC. For this, AMF may determine a target N3IWF that supports the request NSSAI based on the list of supported TAs and the corresponding list of supported slices for each TA obtained in RAN Configuration Update procedure as specified in TS 38.413 [7]. The AMF keeps track that the UE needs updated N3IWF selection information in order to later trigger UE Policy Association Establishment procedure
NOTE 2:	Whether the updated ANDSP is provided to the UE using DL NAS transport or as part of the subsequent Registration Reject message can be determine by CT1.
10a. AMF sends a Registration Reject message to the UE. Optionally, if the AMF has determined in step 8 that the selected N3IWF is not appropriate, the AMF may provide target N3IWF information (e.g., FQDN and/or IP address) to UE within Registration Reject message
Case b): S-N3IWF is appropriate:
10b. If the AMF has determined in step 8 that the selected N3IWF is appropriate, AMF continues the registration procedure as defined in clause 4.12.2.2 and sends a Registration Accept to the UE. AMF only includes S-NSSAIs supported by the selected N3IWF in the Accepted NSSAI for the UE. (i.e., the S-N3IWF is appropriate) The N3IWF forwards the NAS Registration Accept message to UE via the established signalling IPsec SA. If the NAS Registration Accept message is received by the N3IWF before the IPsec SA is established, the N3IWF shall store it and forward it to the UE only after the establishment of the signalling IPsec SA.
11.	If UE is rejected, UE connects to T-N3IWF if the UE has been provided with T-N3IWF information in the previous Registration Reject, otherwise the UE performs N3IWF selection again using the updated N3IWF selection information.
[bookmark: _Toc97067303][bookmark: _Toc100846823][bookmark: _Toc100846968][bookmark: _Toc100993730]6.15.4	Impacts on Existing Nodes and Functionality
Editor's note:	This clause captures impacts on existing 3GPP nodes and functional elements.
UE impacts:
-	Select the N3IWF based on Extended Home N3IWF identifier configuration or based on Slice-specific N3IWF prefix information.
-	Re-select N3IWF based on the N3IWF information provided by the AMF via NAS Registration Reject message.
AMF impacts:
-	Ability to determine target N3IWF information based on the list of supported TAs and the corresponding list of supported slices for each TA obtained in RAN Configuration Update procedure.
-	Provide UE with the N3IWF information via NAS Registration Reject message.
[bookmark: _Hlk107838845]-	Provide PCF with Configured NSSAI during UE Policy Association Establishment/Modification in the roaming case.
PCF impacts
[bookmark: _Toc100846824][bookmark: _Toc100846969][bookmark: _Toc100993731]-	Configuration about the slices supported by the N3IWF(s) of the network
-	Provide the UE with extended ANDSP based on configuration about the slices supported by the N3IWF(s) of the network: Extended Home N3IWF identifier configuration or Slice-specific N3IWF prefix information.
-	Receive Configured NSSAI from AMF during UE Policy Association Establishment/Modification in the roaming case.
[bookmark: _Hlk111727356]DNS configuration: 
-	No functional impact, the following FQDNs need to be configured in the DNS using existing A/AAAA DNS record types:
-	<Prefix>.tac-lb<TAC-low-byte>.tac-hb<TAC-high-byte>.tac.n3iwf.5gc.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org

>>>>END OF CHANGES<<<<
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